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ABSTRACT 
 

Designing communication architecture for substation automation is a challenging and subtle task for visualizing 
substations in the digital world under the umbrella of IEC61850. Communication paradigms for substation automation are 
of critical importance because of two reasons; the communication arena is changing daily and opts for convenience and 
simple deployment at a lower migration cost and interoperability is one of the core constrains of IEC61850 for substation 
automation. This paper presents an analysis and outline of the crucial need for the deployment of Gigabit Ethernet in 
substations and also presents suggestions on how Ethernet technology can help in substation automation. Ethernet is one of 
the most pervasive communication technologies available and can provide a long term solution in the changing arena of 
communication. We have performed simulations in NS-2 to prove that our suggested communication paradigm is optimal 
in various regards with consideration of the constraints imposed by IEC61850. 
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1. Introduction 
 

This is the digital age.  Everyone is talking about the 
information highway as witnessed by the pervasive use of 
digital technology in every walk of life. IEC61850 is also 
playing a vital role in this regard by digitizing traditional 
substation automation (SA) systems. The significant 
impact of IEC61850 standards can be observed in the 

shape of efficient and cost-effective architecture for power 
systems. By imposing IEC61850 standards, substations 
will not only boost performance but also provide a 
universal platform to maintain and upgrade substation 
assets with cost-effective approaches. The objective of 
IEC61850 is to track the way for a global standard that 
would achieve interoperability between different vendors 
and also would be able to accommodate future 
technological developments in this regard, i.e., 
future-proof. In IEC61850, functional and performance 
requirements are imposed on intelligent electronic devices 
(IEDs) to achieve interoperability for the automation 
process as a whole. Functional requirements are supposed 
to address required capabilities for IEDs and on the other 
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hand performance requirements are oriented towards end 
to end operational or execution response time. To achieve 
functional requirements for IEDs, a modular approach is 
addressed by IEC61850 standards which are 
object-oriented. By contrast, the objectives for achieving 
performance requirements are changing dramatically as 
communication technology is getting smarter day by day.  

Communication infrastructure obviously has the 
potential to virtualize the physical world of substations but 
when it comes to efficient and reliable architecture for 
SAs then there are many challenges for various economic 
and standardization reasons.  These challenges need to be 
overcome for the complete realization of SA and also to 
cope with recent developments in communication 
technology [1].  Ethernet has been the flavor of choice for 
SA because of its availability, efficiency, 
cost-effectiveness, and proven interoperability. The 
widespread use of Ethernet technology provides a huge 
base of vendor support. Ethernet is not only used for local 
communication but it also provides support for long haul 
communication as a high speed communication backbone.  
It provides support for transmitting local packets on access 
technology without incurring the cost of protocol 
conversion seamlessly. So the goal here is to use Ethernet 
as a standard networking protocol to achieve the 
performance requirements as specified by IEC61850 for 
SA and to build efficient and reliable communication 
architecture in this regard. 

This paper investigates whether Ethernet is a viable 
solution for addressing the performance requirements of 
IEC61850 and how sufficient its performance 
characteristics are to meet the real-time demands of SA. 
Then the effectiveness of our proposed claim is proved 
with the help of simulated graphs by taking Gigabit 
Ethernet and GOOSE (Generic Object Oriented Substation 
Event) message (UPD/IP packet) into consideration. The 
rest of this paper is presented as follows. In Section 2, the 
suggested communication architecture for substation 
automation is analyzed theoretically. Section 3 presents 
simulation results obtained for the evaluation of different 
attributes of a GOOSE message in a Gigabit Ethernet 
environment. Finally some concluding remarks are 
presented in Section 4. 

2. Gigabit Ethernet in Substation 
 
Efficient and reliable communication architecture is one 

of the crucial tasks in the automation process of a 
substation. In order to meet the performance requirements 
of IEC61850 and to ensure future-proof technological 
development is adjusted for communication architecture 
for substations, there are various constraints related to 
performance, economy, and standardization that need to 
be addressed. This section presents a suggested 
communication paradigm for SA, theoretical analysis for 
the effectiveness of this suggested architecture and critical 
challenges in this regard.  

Before proceeding, it is important to mention that a 
communication paradigm needs to address various aspects 
such as capacity, performance, reliability, accuracy, 
coverage, security, availability, and interoperability for 
substation automation[1]. By ensuring these 
communication attributes, robust communication 
architecture can be designed which will revolutionize 
power systems for many years as per the specifications of 
IEC61850. 

 
2.1 Ethernet in Substation 
Significant advancements in Ethernet technology 

evolved from traditional Local Area Networks (LANs) to 
Wide Area Networks (WANs). So now Ethernet 
technology is driven by high speed data rate as well as 
with the dominance of local area communication thereby 
making Ethernet a feasible communication technology 
choice for SA[2]. Indeed, Ethernet is the most appropriate 
communication technology for SA as it can operate at all 
three levels specified by IEC61850, i.e., station, bay, and 
at process level seamlessly and can also used to 
interconnect different substations for long-haul 
communication.  

Ethernet technology supports a very high data rate. 
10GB Ethernet switches are now available on the market 
while landmark 100GB Ethernet switches will soon be 
available in near future as it is claimed by several 
computing labs.  With such a high speed data rate, 
Ethernet technology has maintained its performance 
throughout upgraded generations. The electronics industry 
is progressing daily, so Ethernet will keep its momentum 
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related to incompatibility, poor performance, and some 
other economical reasons. To mitigate all these concerns, 
Ethernet technology is modeled here between bay level 
and process level to fulfill the requirements of 
standardization, performance, and cost effectiveness. On 
the other hand the proliferation of Ethernet capable IEDs 
used for SA has increased markedly in the past several 
years.  

The environmental conditions found in the substations 
can straddle the extremes of the surrounding climatic 
conditions, so it is one of the challenges for developing 
Ethernet technology which can operate in such extreme 
environments. Various kinds of electromagnetic 
disturbances in a wide frequency range can exist and may 
be conducted through power supply lines, control lines, or 
directly radiated by the equipment[8]. Ethernet switches for 
the substation need to operate in the same temperature 
range as IEDs and should also fulfill the requirements of 
general environment and electromagnetic interference 
(EMI) immunity for network equipment used in 
substations as specified in the IEC61850-3. 

In the next section, performance evaluation related to 
our suggested communication architecture for SA is 
presented to show the significant impact of using Ethernet 
technology within the substation. It is not possible to test 
Ethernet switches in real substations because of the 
mission critical and high-voltage substation components, 
so the alternative is to simulate the whole network with a 
powerful simulator. 

 
3. Performance Evaluation 

 
In this section, the performance evaluation of a Gigabit 

Ethernet within a substation is presented with the help of 
simulation. By keeping into consideration, the real 
parameters of a substation, network modeling of nodes 
and background traffic for normal conditions and 
abnormal conditions, we decided to use NS-2 (Network 
Simulator 2) for simulation. 

 
3.1 Simulation Framework 
According to IEC61850, the transmission of sampled 

values from the process level to the bay level or to the 
protection devices should be completed with a maximum 

delay of about 4ms and the same delay is specified for the 
trip signals which are actually a mission critical data 
packet. In this respect, two types of messages are specified 
by IEC61850 draft, i.e., GOOSE and GSSE (Generic 
Substation State Event). A GOOSE message contains 
information that allows the receiving device to know that a 
status has changed and the time of the last status change. 
A GSSE model is the same a GOOSE except for the kind 
of information exchanged. GOOSE provides a flexible 
means to specify which information is to be exchanged 
whereas GSSE provides a simple list of status 
information[8]. Therefore, we selected a GOOSE message 
to simulate in NS-2 for evaluating the performance of the 
Gigabit Ethernet for the SA. So in order to get the most 
accurate results, we maintained the size of the GOOSE 
message so that it could support encryption to cope with 
malicious attacks. The ability to trade-off reliability for 
delivering greater determinism is crucial for multicasting 
GOOSE state change messages. Sending the most recent 
GOOSE is much more important than resending old 
updates that were previously dropped by the network, 
which will probably be out-of-date when they are 
delivered anyway.  

In NS-2, the GOOSE message is modeled as a UDP 
packet. The UDP as a real-time protocol is able to meet 
the critical time requirements of a GOOSE message since 
the normal response requirement for SA is 4ms. Most 
simulation packages tend to emphasize client-server or 
publisher-subscriber paradigms. In simulation, we have 
maintained the model such as to allow different IEDs to 
subscribe to the multicast group of GOOSE messages or to 
cancel the subscription for a GOOSE message.  

For simulating Gigabit Ethernet at station level within 
the substation, we have modeled a MAC layer at two 
levels, i.e., one where different bays are going to 
interconnect with each other and other at substation level 
where different bay level switches are interfaced with the 
station level devices such as HMI, engineering, control 
center, backup control center, and finally connectivity to 
the access network for remote communication control via 
the router and corporate firewall.  

Network parameters for simulation setup are derived by 
keeping into consideration administrative overhead and 
measured data from IEC61850 specification. The size of 
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